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MEMBER NOTICES

B e third meeting Is it! VWELCOME OFRICGIS SN

* Join the Org on Involvement Link!

» https//www.involvement.mtu.edu/organization/lug

» Click the big "Join Organization™ button!


https://www.involvement.mtu.edu/organization/lug

T-SHIRT STATUS




 New IP Addresses

DERVER STATUS

» Gig Connection

« |RC Client Imit @ 40??!

* Mirrors are great




LINUX NEWS

« LibreOffice 4.4.1 availlable for download!

+ Net Neutralrity!

* Fedora 22 entered Alpha freeze

gEllist 5 [s released!

* Firefox 36 released! - HT TP/2 support!



WHAI DID YOU BREAK THIS
WEEK!



WEEKLY PRESENTATION



HOW 1O CONFHGURE NGINX!

By: Jared Ledvina



HOSTING

Various VPS Providers
Physical

Example: DigrtalOcean

GrtHub Student Pack
$100 credrt!

DigitalOcean



WHAT IS NGINX!?

e Glicrent Version: |.7.10

* nginx [engine x| I1s an H [ [P and reverse proxy

server, as well as a mall proxy server, written by
lsor Sysoev.



BASIC SETUR

default server;
[:2]:80 ipvéonly= default server;

root /var/www/default;

|—i S-te n i n g O n p O r_t 8 O ; index index.html index.htm;

oot dlr

name lug.mtu.edu «219.155.233
! error page /403.html;
S-ta—tl C |—| —|— l\/l |_ ﬂ | eS error_page /404 .html;
/nolog;

Error pages

files Suri Suri/ =404;

log /var/log/nginx/error.log;
2ss log /var/log/nginx/access.log;

:48a8:0:8:0:3:0:233;




EE S ADL Fiee

default server;

:]:80 ipvéonly= default server;

ot /var/www/default;
index index.html index.htm;

e lug.mtu.edu 141.219.155.233 1:48a8:0:8:0:3:0:233;

/403.html;
/404 .html;

location

files $uri $uri/ =404;

~ log /var/log/nginx/error.log;
access log /var/log/nginx/access.log;

-

h ot
[

Hh Hh Hh
O P o
m 0

am SCRIPT FILENAME S$document root$fastcgi script name;
fastcgl_params-

o)
N M

=
=
(2




location / {
try files $uri $uri/ =404;
ssi 7

g /var/log/nginx/error.log;
_log /var/log/nginx/access.log;

location /djangoapp {

Host Shost;
X-Real-IP $remote addr;
X-Forwarded-For $proxy add x forwarded for;
timeout invalid header http 500 http 502 http 503 http

param SCRIPT FILENAME $document root$fastcgi script name;
de fastcgi params;

BUT WHAT ABOUT MY DJANGO APP?

Proxying
Additional Options




ERMAHGERD SECURITY



el TING AN SS5L CERS
DIl

Namecheap
Comodo

SO €easy.

LUGHTS =s iR

$9.00/yr

Add to Cart

comModo PositiveSSL

PositiveSSL is one of the most popular and inexpensive SSL certificates in the
industry. This hassle-free certificate is the ideal choice for websites where the
brand's trust is already established and organization verification is not needed.
It's ideal for securing low-volume e-commerce websites.

Single Domain

$10,000 Warranty

15-Day Refund

No Paperwork

Learn More



NOW WHALIY

New Server Block
ESIES

» Stop using SSL
Ciphers

* Moazilla’s List

Certs Locations

server {

listen default server
ipvéonly=on default server
root /var/www/default

index index index

access log off
server_ name lug

add header Strict-Transport-Security
add header X-Frame-Options DENY
add header X-Content-Type-Options nosniff

ssl on

ssl certificate /etc/ssl/cert_chain

ssl certificate key /etc/ssl/private/server
ssl session cache builtin:l shared:SSL:1
ssl session_ timeout m

resolver 3.8. 3.8.8.8 valid=

resolver_ timeout 10s

ssl ecdh curve secp521rl

ssl protocols TLSvl.2 TLSvl.l TLSvl
ssl prefer server ciphers on

ssl ciphers '

location / {
try files $uri $uri/ =
ssi on
error log /var/log/nginx/error
access log /var/log/nginx/access

}




NEIE RESUEH

* nginx serves out php files!
* nginx can proxy to the django app!

» SSL/TLS Securtty!



MEETING CONCLUSION

* Presentation for next week?

* Anything we missed!



